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Fig. 1: Physical Setup of Training and Research Platform

Critical infrastructures and in particular energy supply have undergone sig-
nificant developments, such as decentralisation and digitalisation, which push
a significant amount of innovation and movement in the networking of many
distributed IT and OT-based energy systems. These advancements bring sub-
stantial benefits but also expose the underlying systems to a number of risks
at the same time. In this report, a portable platform is presented which allows
examining various aspects of cybersecurity on an electrical process and, as a
result, provides an interactive hardware environment for conducting technical
trainings for the employees of energy supply organisations.

The main purpose of the portable platform shown in Figure 1 is to demon-
strate the importance of applying security recommendations defined in e.g.
IEC 62351 and IEC 62443 illustrated with a voltage transformer process, which
is implemented using common automation technologies and miniaturized elec-
trical equipment. In addition, this platform provides a research environment to
address and test contemporary security solutions within an OT infrastructure
as an extention to our stationary testbed [1]. Figure 2 shows the process, IT-
network structure, and overlying virtual infrastructure for investigating the early
stages of coordinated attacks.

The aim of the attacks is to demonstrate their harmful influence on a dynamic
process by setting it into an unsafe state. Defence strategies that can be applied
on the platform rely on the chosen aspects of the Defence-in-Depth approach
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Fig.2: Abstract process view

according to IEC 62443. Table 1 summarizes possible security measures that
can be applied on the platform to counter to the implemented attacks.

Table 1: Defence-in-Depth concepts and security measures

Attack type Defence-in-Depth concept |Possible security measures
Password Cracking |Policies, Processes, Security|Hardening, Secure System Con-
Awareness figuration
Denial-of-Service |Network Security Network  Segmentation and
Monitoring
Man-in-the-Middle |Network Security Network  Segmentation and
Monitoring
Software Security Encryption, Access Control
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