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1 Introduction

1.1 REPHRAIN

The National Research Centre on Privacy, Harm Reduction and Adversarial In-
fluence Online (REPHRAIN) is a UKRI-funded research centre that forms part
of the wider UKRI Strategic Priority Fund programme on protecting citizens
online. It brings together the UK’s substantial academic, industry, policy and
third sector capabilities to address the current tensions and imbalances between
the substantial benefits to be gained by full participation in the digital economy
and the potential for harm through loss of privacy, insecurity, disinformation
and a myriad of other online harms. REPHRAIN’s research is rooted in an ethos
of interdisciplinary research – alongside principles of responsible innovation and
creative engagement – to develop new insights that allow the socio-economic
benefits of a digital economy to be maximised whilst minimising the online
harms that emerge.

REPHRAIN was launched on the 1st of October 2020 and involves an ini-
tial consortium of five academic institutions: University of Bristol, University
of Bath, University of Edinburgh, University College London and King’s Col-
lege London as well as expertise and support from 23 non-academic organi-
sations from industry, government, policy, law enforcement and third sectors.
REPHRAIN’s researchers address issues of privacy, online harms and adver-
sarial influence from a range of disciplinary perspectives including: Computer
Science, International Relations, Law, Psychology, Management, Design, Digital
Humanities, Public Policy, Political Science, Criminology and Sociology.

The work of REPHRAIN focuses on three core missions:

Mission 1 emphasises the requirement to deliver privacy at scale whilst miti-
gating its misuse to inflict harms. It aims to reconcile the tension between
data privacy and lawful expectations of transparency by not only drawing
heavily on advances in privacy-enhancing technologies (PETs), but also
leveraging the full range of socio-technical approaches to rethink how we
can best address potential trade-offs.

Mission 2 emphasises the need to minimise harms whilst maximising the ben-
efits from a sharing-driven digital economy, redressing citizens’ rights in
transactions in the data-driven economic model by transforming the nar-
rative from privacy as confidentiality only to also include agency, control,
transparency and ethical and social values.
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Mission 3 focuses on addressing the balance between individual agency and
social good, developing a rigorous understanding of what privacy repre-
sents for different sectors and groups in society (including those hard to
reach), the different online harms to which they may be exposed, and the
cultural and societal nuances impacting effectiveness of harm-reduction
approaches in practice.

An initial set of 25 inaugural projects are addressing various research chal-
lenges to deliver innovative research outcomes towards these missions.

These missions are supported by four engagement and impact objectives that
represent core pillars of REPHRAIN’s approach: (1) design and engagement; (2)
adoption and adoptability; (3) responsible, inclusive and ethical innovation; and
(4) policy and regulation. Combined, these objectives will deliver co-production,
co-creation and impact at scale across academia, industry, policy and the third
sector.

1.2 The Scope Document

REPHRAIN is the first phase of the UKRI Strategic Priority Fund programme
on Protecting Citizens Online. A second phase is planned to fund further re-
search nodes connected to REPHRAIN and addressing research topics that com-
plement its research activities and contribute towards the three missions. Fur-
thermore, REPHRAIN also has a Capability Fund that will be funding further
research projects on relevant topics through Strategic Funding Calls. Therefore,
since its launch, the Centre team has been engaging in a series of scoping activ-
ities – involving consultation workshops as well as literature reviews – with two
key aims:

• To develop the initial Map of privacy, online harms and adversarial influ-
ence online – an online resource (to be regularly updated) that provides
stakeholders with a shared understanding of the landscape and establishes
a baseline of current state-of-the-art;

• To identify priority areas for the first REPHRAIN Strategic Funding Call
and provide input to the UKRI call on Protecting Citizens Online for the
next stage research projects related to REPHRAIN.

1.3 Community consultation on the REPHRAIN Scope
Document

The purpose of this Scope document is to seek community input and feedback
on the topics identified as input to the UKRI call on Protecting Citizens Online
projects. Topics that were deemed suitable for the REPHRAIN Strategic Fund-
ing call have not been included here. Details on those topics will be included in
the REPHRAIN Strategic Funding Call to be launched on 19 April 2021.

We, therefore, invite stakeholders from academia, industry, government, pol-
icy, law enforcement and third sector organisations to comment on the Scope.
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In the same fashion as the development of the Scope is based on community con-
sultations, we are keen to iterate and update it based on community review and
feedback. Comments should, therefore, be constructive. If in doubt, colleagues
commenting should consider the type of constructive comments that would help
improve a paper submitted to a peer reviewed conference or journal paper.

Comments should cover the following key questions:
Question 1: What are the strengths of the current set of topics?

Examples responses include but are not limited to: coverage of key research
challenges; interdisciplinary nature of the problems being considered; transfor-
mative nature of potential research outcomes. In a nutshell, we are interested
in understanding what you appreciate about the proposed topics.

Question 2: What are the improvements that can be made to the
current scope? Example responses include but are not limited to: comments
on coverage of key research challenges; approaching the problem from a different
disciplinary standpoint; improving relevance to long term needs of society. How-
ever, comments mustn’t simply state that something is imperfect. We would like
to receive proposals on how to improve upon any issues highlighted. Proposals
may include suggested rewordings, additional topic areas to be covered and so
on. However, suggestions for additional topics must include a core reference
that provides a synthesis of state-of-the-art and justifies the inclusion of the
topic (e.g., through a peer-reviewed paper that provides a systematic literature
review). In sum, we are interested in understanding how the topics may be
improved through specific updates.

Question 3: Are there other comments not covered by Questions
1 and 2? We welcome other comments on the Scope document as colleagues
may see fit. Similar to questions 1 and 2, we request that these are constructive
and make concrete proposals for improvement.

Comments can be sent by email to rephrain-centre@bristol.ac.uk either as
a free form text or an annotated PDF document. Comments can also be
submitted online.

Given the timescales for the UKRI call, all comments must be received
by 17:00 BST on 04 May 2021. The REPHRAIN team will give all com-
ments full consideration and update the Scope as suitable.

2 Scoping research methodology

The centre team conducted scoping workshops with various stakeholder commu-
nities: academia, industry/practice and policy. The purpose of these workshops
was to elicit views of various communities on the current research problems.
This was complemented by a literature review to establish the current state-
of-the-art and identify where the gaps in the literature align with stakeholder
input from the workshops. The detailed methodology is discussed below.
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2.1 Literature review

We collected and reviewed key publications providing insights on privacy, online
harms and adversarial influence as well as those discussing state-of-the-art meth-
ods and tools used to detect, investigate and reduce online harms. Our target
paper selection focused on the last decade to ensure that we maintained focused
on up to date research advances as well as gaps in state-of-the-art. However,
exceptions were made for classical papers published before the last decade where
they provided insights into underpinning issues or longstanding research prob-
lems in this area. The initial paper collection identified a broad range of papers
based on title and abstract. This selection was narrowed down through further
reading of key sections from the papers within the corpus to ensure relevance
to REPHRAIN’s missions. Additional paper collection was performed after the
scoping workshop to further understand issues raised in the workshops. In the
end, our scoping phase draws upon 67 papers in total from 37 venues/journals.

2.2 Scoping workshops

2.2.1 Launch event discussion sessions

As part of the Centre launch event on 29 October 2020 – attended by 40 atten-
dees from 21 academic and 19 non-academic organisations – the Centre team
organised a set of discussion sessions to inform the design of the scoping work.
Participants of these discussions were asked about the types of online harms
they expected the centre to address, methods and tools for reducing online
harm, data sharing issues, and important artefacts that ought to form part
of the REPHRAIN Toolbox—synthesising outcomes from the various projects
within the Centre. The insights from these discussions were used to identify the
questions to be explored within the scoping workshops.

Table 1: Topics explored with participant group in the workshops

Participant Group Topics Explored Rationale

Academia
• Prevalent online harms

• Impact of online harms on individuals and communities

• Approaches and tools to mitigate harm

• Key research gaps

• To understand the online harm research landscape, 
identify key research works, and research gaps in 
the area.

Industry
• Prevalent online harms

• Approaches and tools to mitigate online harms

• Technical challenges around tackling online

• Challenges around regulations

• To understand the online harms from an industry 
view point and the state-of-practice, approaches 
and tools to reduce harm. To also understand the 
challenges introduced by having to comply with 
regulations.  

Law enforcement & 
Policy makers

• Prevalent online harms

• Approaches and tools to detect, reduce, and disrupt 

online harms

• Challenges around law enforcement 

• To understand trending online harms from law 
enforcement viewpoint, state-of-practice tools and 
approaches, their strengths and weaknesses. Also, 
to identify gaps in the regulatory landscape.  
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2.2.2 Workshop design

The scoping workshops aimed to engage experts from academia, industry, law
enforcement, policymakers/regulators, and safety tech developers. The main
reason behind this recruitment strategy was to gain insights from various back-
grounds and identify where the tensions and the trade-offs exist. The workshop
script focused on identifying the key resources in the area, developing an under-
standing of the area of harm on which participants were working, the current
state-of-the-practice tools and methods in the area, regulations, and the ex-
pectations of the Centre’s role in reducing online harm. While the workshops
aimed at filling these gaps, each workshop was tailored to each particular field,
as shown in Table 1.

2.2.3 Recruitment and invitations

Workshop invitations were extended to different experts and community mem-
bers from the centre’s established networks and communication channels. All
interested participants were required to complete and return the consent form
to participate in the scoping workshops1. 54 participants responded, but only
40 could attend the workshops. There was a largely even distribution of rep-
resentation from academia and non-academia. Table 2 shows the number of
sessions and participants who took part in the sessions.

Table 2: Workshop sessions and number of participants.

Participant Group No. of  workshop sessions No. of  participants

Academia 3 21

Industry 4 10

Law enforcement & 
Policy makers

2 9

2.2.4 Procedure

Each workshop was held online using Microsoft Teams and scheduled for ap-
prox. 2.5 hrs with a 30 min break in between. Each session was facilitated by
at least two members of the research team. Eight sessions were audio-recorded,
while two sessions were not due to some participants declining the option. Two
further members of the team transcribed the sessions where recordings were not

1In line with REPHRAIN research procedures on ethics, the Scoping research was reviewed
and approved by University of Bristol Faculty of Engineering Research Ethics Committee and
the REPHRAIN Ethics Board.
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possible. As part of the workshop, participants had access to an online white-
board application, Padlet2, to note and share important resources. Workshop
sessions ran from the 5th of February to the 3rd of March 2021.

2.2.5 Data analysis

After audio recordings were transcribed, three researchers started the coding
process to create a codebook (i.e., Thematic Analysis [13]). To develop the
initial codebook, the researchers individually coded three transcripts and then
consolidated the most salient codes and themes into a shared codebook. This
process aimed to identify the relationship between codes and themes, noting and
grouping similar concepts. This process initially generated more than 300 codes
and 31 different themes. The researchers then employed an arguing to consensus
technique [27] to resolve discrepancies between codes and themes. In the end,
the number of broader themes were reduced to 5 with 16 sub-themes. The final
themes and sub-themes were clearly defined and described with examples where
applicable in the final codebook. The researchers then used the codebook to
code the rest of the transcripts. In a scenario where there was a disagreement
or an identification of a new code or theme of interest, the researchers discussed
it further and identified where it could be grouped.

2.2.6 Workshop findings and literature review synthesis

Following the thematic analysis, the centre team discussed and identified themes
that reflected potential research challenges to be included in the funding calls.
For each theme, the researchers further merged similar challenges and split up
broader challenges into more fine-grained ones. Then, the three researchers
contrasted these challenges with those identified from the literature. In the case
where the challenge was missing from the collected literature, the researchers
undertook a further literature search to confirm if the challenge was just missed
in the initial search or if it was not recognised in literature. Moreover, if the
challenge was not recognised by existing literature, the researchers identified
publications that highlighted existing work or future paths of inquiry to identify
a clear justification of why the challenge needs to be explored. Additional
challenges from the literature review which were not covered in the codebook
were also discussed and put under relevant themes as appropriate.

Finally, the set of topics to be considered for the UKRI call were separated
from those to be prioritised in the REPHRAIN Strategic Funding call.

3 Proposed Topics for the UKRI Call

Our analysis identified three overarching research themes, each with three in-
terdisciplinary challenges to be addressed (see Table 3). After identifying these
themes, we also analysed how they relate to the current REPHRAIN missions

2www.padlet.com
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Understanding citizens’ 
needs and empowering 
them in ever changing 

threat contexts.

Navigating information 
asymmetries between 
state, companies and 

citizens.

What does good or 
balanced look like?

Mission 3

Mission 2 Mission 1

Figure 1: Themes from the scoping research and their relationship to
REPHRAIN missions

Table 3: Overarching research themes and interdisciplinary challenges

Overarching Research Theme Research Challenges

Understanding citizens’ needs and
empowering them in ever changing

threat contexts.

- Usable harm mitigation tools.

- Novel tools and methods for alerting users about
imminent and potential harm.

- User-oriented tools to prevent harm through im-
personation.

Navigating information asymmetries
between state, companies and citizens.

- Methods, tools and techniques for responsible
data usage and dissemination.

- Maximising users’ agency through effective mech-
anisms for data transparency, traceability, assur-
ance and portability.

- Innovative methods for informed consent in seam-
less human-technological interactions in shared
spaces.

What does good or balanced look like?

- Balancing privilege management and anonymous
credentials.

- Forensic readiness without violating data privacy
rights.

- Designing and validating metrics for assessing the
effectiveness of harm mitigation mechanisms.

and would add complementary strengths to the existing programme of research
on Protecting Citizens Online. The relationships between the themes from the
scoping research and the REPHRAIN missions are shown in Figure 1.

We next discuss each theme and its constituent challenges.
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3.1 Understanding citizens’ needs and empowering them
in ever changing threat contexts

A common assumption is that citizens are completely informed and techni-
cally capable before giving and/or withdrawing consent when engaging in on-
line activities. This is further complicated by the need to trust data controllers,
which, in turn, leads to insecurities (e.g., unauthorised disclosure and identity
theft), and ethical issues around profiling for targeted advertising, disinforma-
tion among others [15, 23, 48, 38]. Those aiming to exploit users’ data or
inflict harms regularly adapt their approaches as privacy and harm reduction
measures are put in place. Such a highly dynamic threat landscape calls for
novel interdisciplinary approaches, technologies and methods that consider the
diverse realities (i.e., age, behaviour, dis/ability, class, gender, race, and so-
cioeconomic status) and changing needs of citizens with regards to privacy and
harm migitation. Three fundamental interdisciplinary research challenges need
to be addressed.

• Usable harm mitigation tools. Existing studies [30, 42] concerning
users have identified lack of usability and inclusion of users in the design
process as some of the main reasons why users fail to protect themselves or
use privacy enhancing technologies. Prior works argue that most systems
are not designed with the user in mind, system designers often assume
users are capable of understanding and using systems or the privacy mea-
sures in place [3]. While growing literature has explored ways in which
systems or security measures can be made usable, introduction of new
technologies, tools, and mechanisms still poses threats to users’ privacy.
Producing knowledge about – and in cooperation with – users, the chal-
lenges they face, their coping strategies, and other dynamics of citizens
and digital technologies intersecting with each other is crucial for the de-
velopment and adoption of usable PETs and empowering users online.

A related key challenge is understanding adversarial threats the way users
understand them. Existing adversarial models are often theoretical and
do not match actual privacy requirements of real-world applications [41].
This often results in solutions that do not address the needs of real users
and their real problems. There is a need to focus and include users in
the design of harm mitigation tools. Solutions should therefore build on a
nuanced up-to-date understanding of users and non-users (including tradi-
tionally excluded groups), their complex realities and changing behaviours
in response to technological innovations. Interdisciplinary research span-
ning usability, psychology, HCI, design and beyond is needed to enrich our
understanding and develop novel usable harm mitigation tools. Moreover,
diverse methodological perspectives can help to take into account diverse
actors (including primary users and other stakeholders, e.g., those with
safeguarding responsibilities), and empower people to protect themselves
from online harm and participate safely online.

• Novel tools and methods for alerting users about imminent and
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potential harm. The development of underground forums [7] with in-
formation about users like their passwords, credit cards, images and other
details is a cause for concern both among the law enforcement and citi-
zens. A related and very problematic issue is of sharing images without
the knowledge and consent of the victim. Disinformation, hate speech are
on the rise with fatal consequences. Recent research points to the ease
with which potential perpetrators can start operating in the underground
market [11]. However, there are no easy methods for users to ascertain if
their information is being used/sold in the underground markets without
their knowledge and consent. Nor do they have, at their disposal, effective
methods, tools and techniques to evaluate the potential risks (including
evolving threats) and take mitigating actions. Novel tools and methods
are needed to alert potential victims when and if their sensitive infor-
mation is involved in breaches or underground data markets and how to
effectively – without expending substantial cost in time or other resources
– mitigate the harms that may result.

• User-oriented tools to prevent harm through impersonation. A
common instance of harm on the internet is when perpetrators gain trust
of victims and exploit them through impersonation [24]. Impersonation
has a clear link to damage reputations and is being used in many instances
of intimate partner violence [48], sexual violence [22], child grooming [37],
and revenge pornography3. Impersonation for financial profit is addressed
through institutional approaches [16] to detect suspicious emails, links or
contents. Recent research also proposes deep learning based approaches
to identify suspicious web sites [33]. However, user-oriented tools are lack-
ing in this space. Given the fast proliferation of adversarial capabilities,
there is a need to develop usable and scalable tools to support citizens in
assurance of communicating entities and content on the internet.

3.2 Navigating information asymmetries between state,
companies and citizens

Citizens engage on a daily basis in data transactions with diverse platforms, data
infrastructures, public institutions and intermediaries. Much of the underlying
mechanisms and data flows taking place in cyberspace are distinctly opaque to
average users making them vulnerable to unfair and illegal practices, or their
personal data being unknowingly exploited [26, 14]. Moreover, vast information
and power asymmetries make it difficult or too costly for individuals to make
informed decisions about their data transactions and online behaviour [39]. In
the context of a growing digital economy, there is a need for mechanisms, tools
and methods that improve the transparency, traceability and usability of peo-
ple’s digital traces and enable citizens to have agency over how their data is
being used, monetised or shared with third parties. Three fundamental inter-
disciplinary research challenges need to be addressed.

3https://www.wired.com/story/most-deepfakes-porn-multiplying-fast/
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• Methods, tools and techniques for responsible data usage and
dissemination. Respect for individual privacy is a socially agreed value
within specific contexts [4]. However, individuals exist as part of social
groups with mutually agreed values and common interests (e.g., medical
research) which may require users to share their personal data for collec-
tive benefit. Nevertheless, this may lead to privacy violations [20, 1, 44],
and in turn, good privacy protections may render data unusable [40, 2].
Recent research [5] argues for a nuanced understanding of privacy or lack
of it while others advance the understanding of privacy-utility trade-offs
of data [2]. An often related issue is of accessing victim information re-
peatedly which might cause repeated trauma for victims; due care in such
instances goes well beyond privacy violations. Consequently, there is a
need for frameworks [43], methods, and tools for responsible data usage
and dissemination [34] to address the tensions between social good and
privacy.

• Maximising users’ agency through effective mechanisms for data
transparency, traceability, assurance and portability.

The current technological landscape is highly complex, inhabited by di-
verse and disparate platforms, technical architectures and data-driven
business models. In such a context, it is very challenging for citizens
to find out how their data is handled and used by data controllers. The
opacity with which digital platforms operate makes it challenging even for
technically knowledgable users to manage their privacy and identify unfair
and harmful practices by platforms [46]. Moreover, making computational
systems more open and transparent does not directly equate to them be-
ing accountable [8]. Novel provisions such as the right for data portability
or right to access have been enshrined in GDPR as a means to give people
more control over their data and draw benefits from the digital econ-
omy. Moreover, it has been argued that effective data portability could
also foster competition between online platforms and a healthier digital
ecosystem [17, 36]. Yet, some of these rights remain difficult to implement
in practice due, among other factors, to lack of robust definitions, lack
of skills and tools for enforcement, and little economic incentives by big
technology companies to open up their systems and enable interoperabil-
ity with competitors [50]. There is a need for actionable mechanisms and
effective tools to provide citizens with more agency over their personal
data, trace and understand their digital footprints and verify that the
contractual obligations between data subjects and data controllers (and
between data controllers as data is shared or transferred across controller
boundaries) are observed [6].

• Innovative methods for informed consent in seamless human-
technological interactions in shared spaces. Rapid changes in tech-
nology and the regulations that govern it has led to more complex systems.
For example, the introduction of GDPR forced a lot of service providers to

Page 12



change the way they sourced consent from users. However, most of these
web consent mechanisms are not usable and do not provide sufficient in-
formation to help users give informed consent [29, 31] (e.g., “legitimate
interest” is ill-defined and it is not readily possible for the user to as-
certain the origins or future trajectories of the data). One key challenge
is delivering and sourcing informed consent where interactions with de-
vices and technologies are increasingly implicit, e.g., where a user with
wearables catalyses dynamic interactions amongst a range of surrounding
devices and services. State-of-the-art technologies depend on screens and
privacy policies to help users make informed consent; the limitations are
well-researched and well-understood [9, 18]. Moreover, this challenge is
further compounded where groups or shared spaces are concerned [53]. In-
terdisciplinary research is required to develop novel socio-technical mecha-
nisms for informed consent in such seamless interactions that often involve
shared devices and/or spaces.

3.3 What does good or balanced look like?

The online world is riddled with conflicting interests, ongoing tensions and eth-
ical dilemmas which are difficult to resolve. In the digital age, individuals often
find themselves trapped between the drive for technological innovation and the
need for adequate legal protections from online harm. Similarly, in certain
situations, there may be a legitimate requirement to override the privacy of in-
dividuals to aid law enforcement or to fulfil a duty of care. Existing norms and
regulations that guarantee rights and obligations sometimes fail to adequately
address the negative side effects of emerging digital technologies without stifling
innovation. Algorithmic technology and data-centric applications are promi-
nently at the forefront of academic research both for their benefits as well as
the ethical concerns that they raise. The question of what is “balanced” or
“good” requires reasoned dialogue between various stakeholders (users are key
stakeholders in this regard) about what are the acceptable trade-offs, compro-
mises, and consequences, and how these may reflect in the design of systems and
platforms as well as regulatory and policy interventions. This theme focuses on
three key research challenges in this regard.

• Balancing privilege management and anonymous credentials A
privilege management infrastructure (PMI) forms the basis of granting
user access or prevent unauthorised users from accessing goods and ser-
vices; with authentication, authorisation and audit being the principal
components of a PMI. Service providers verify user credentials to authen-
ticate and grant users access. The regulatory environment too requires the
use of credentials to prevent money laundering and other identity based
crimes [21]. The verification of identity attributes is also becoming in-
creasingly important for individuals in a documented society. Refusing
to share attribute information might lead to discrimination, exclusion or
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disadvantage [45]. However, repeated use of credentials and collection of
more data may render users vulnerable to identity theft, unauthorised
disclosure, targeted campaigns [54], and other frauds [28]. The threats
may come from both the service provider and the third-party that issues
such credentials [52]. However, anonymity systems require users to rely
on third parties to resolve a pseudonym to a long term stable identity [10].
Users may not be comfortable with external entities mediating the verifi-
cation. A mediator might have access to information about a user which a
user might not possess [25]. A mediator perusing the identity or attribute
information of a user without their knowledge may lead to unauthorised
disclosure [41]. Novel advances in PETs are required to facilitate anony-
mous privilege management without compromising the legitimate needs
of businesses, regulators and law enforcement.

• Forensic readiness without violating data privacy rights. While
tools for preventing inappropriate and harmful uses of the digital ecosys-
tem are important, effective apprehension of cybercrime is equally critical.
The key to this is irrefutable evidence in a court of law. However, a recent
report4 suggests that conviction rates are low owing partly to insufficient
evidence. The ability to generate evidence of quality to stand judicial
scrutiny is difficult on digital devices and platforms. They are highly-
connected and complex with ever changing state information, which, in
turn, affects the integrity of the evidence [51]. Moreover, inbuilt soft-
ware is usually not engineered to be useful for gathering evidence [35]. A
recent white paper from REPHRAIN advances that data science based
approaches can complement existing investigation capabilities5. Research
at the boundary of technology, law, ethics, human rights and criminology
is needed to produce tools that will make devices sensitive to legitimate
forensic needs without violating the data privacy rights of the subjects.

• Designing and validating metrics for assessing the effectiveness
of harm mitigation mechanisms. There is a growing public concern on
the perils of behavioural data collections and inference mechanisms used
by social media platforms [19]. The ability to gather personal sensitive
information increases exponentially in the era of pervasive computing [32].
The initiatives to protect citizens on the internet range from community
driven6 to regulatory oversight through ICOs and legislations7. There are
platform driven efforts as well, for example, the bullying filter of Insta-
gram8. A pertinent question is: are these interventions effective? And
how to measure effectiveness? There are initiatives to formulate metrics
to ascertain the effectiveness of technical protection mechanisms against

4https://publications.parliament.uk/pa/cm201719/cmselect/cmhaff/515/51507.htm
5https://cpb-eu-w2.wpmucdn.com/blogs.bristol.ac.uk/dist/1/670/files/2021/03/

White-Paper-Towards-Data-Scientific-Investigations.pdf
6https://ec.europa.eu/digital-single-market/en/safer-internet-day-sid
7GDPR, CCPA
8https://www.nytimes.com/2018/05/01/technology/instagram-bully-filter.html
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online harm, with a case for significant improvement upon the existing
efforts. For example, recent research in pervasive computing indicates the
nuances involved [47]. Moreover, in the domain of hate speech there is a
need for rigorously assessed interventions [12]. The assessment of inter-
ventions needs to span from regulatory [49], social awareness9 as well as
technical approaches. There remains a critical need to develop context-
specific metrics that are empirically validated in order to provide sound
evaluating mechanisms for mitigating particular online harms.
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